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The path to exascale poses several challenges related to power, performance, resilience, productivity, pro-
grammability, data movement, and data management. Resilience, i.e., providing efficiency and correctness
in the presence of faults, is one of the most important challenges as systems scale up in component count
(up to 1,000,000 nodes, each with up to 10,000 cores) and component reliability decreases (7 nm tech-
nology at near-threshold voltage) [22, 47, 8, 13, 21, 32, 45]. A number of high-performance computing
(HPC) resilience technologies have been or are being developed, such as checkpoint/restart, message log-
ging, algorithm-based fault tolerance, containment domains, and redundancy [12, 15, 18, 19, 24, 25, 35, 33,
38, 49, 50, 51, 52, 9]. However, there are no tools, methods, and metrics to compare them and to iden-
tify the cost/benefit trade-off between the key system design factors: performance, resilience, and power
consumption. There are also no tools to evaluate their efficiency and correctness in the presence of faults.

The Extreme-scale Simulator (xSim) [14, 3, 16, 30] is a performance investigation toolkit that permits
running native HPC applications or proxy applications [43] in a controlled environment with millions of
concurrent execution threads, while observing application performance in a simulated extreme-scale system
for hardware/software co-design. Using a lightweight parallel discrete event simulation (PDES), xSim ex-
ecutes an MPI application on a much smaller system in a highly oversubscribed fashion with a virtual wall
clock time, such that performance data can be extracted based on a processor and a network model with an
appropriate simulation scalability/accuracy trade-off. xSim is designed like a traditional performance tool,
as an interposition library that sits between the MPI application and the MPI layer, using the MPI profiling
interface. It has been run up to 134,217,728 (227) communicating MPI ranks using a 960-core Linux cluster.

xSim’s ability to simulate the architectural properties of extreme-scale HPC systems at reasonable ac-
curacy and to run real applications or proxies makes it the prime candidate for a HPC resilience hard-
ware/software co-design toolkit for investigating the performance/resilience/power trade-off of future HPC
architecture choices with different resilience properties (vulnerabilities) and strategies (mitigation tech-
niques). Our overall effort focuses on adding features to (1) permit the injection of different faults, er-
rors, and failures into the simulation, (2) model various propagation, isolation, and detection properties of
the simulated system, (3) support a variety of avoidance, masking, and recovery strategies, (4) model the
power consumption of the entire simulated system, and (5) study the performance, resilience, and power
consumption impact with different parameter sets for (1), (2), (3), and (4) using standardized metrics.

Initial efforts focused on adding new features that permit the injection of MPI process failures, their
propagation/detection/notification within the simulation, and their handling using application-level check-
point/restart [17]. A process failure is injected by scheduling it at the targeted process. It is activated when
the simulated process clock reaches the scheduled time of failure. A separate simulated process failure de-
tection simulation offers a per-process detection latency using simulated communication timeouts. Job fail-
ures are simulated upon detection if the error handler on the communicator is MPI ERRORS ARE FATAL.
A simulated job restart feature offers continuous simulation timing after an abort and following a restart.
These new capabilities enable the observation of application behavior and performance under failure within
a simulated future-generation HPC system using the most common fault handling technique.

Further work aimed at a user-level failure mitigation (ULFM) [2] capability for algorithm-based fault tol-
erance (ABFT) using the discussed fault tolerance extension to the MPI standard. ULFM enables application-
level process failure handling using communicator error handlers, such as MPI ERRORS RETURN. Ad-
ditional MPI calls offer notification, agreement, and reconfiguration. An MPI error due to a failed process
returns the error code MPI ERR PROC FAILED (or MPI ERR PENDING for MPI ANY SOURCE re-
ceives). MPI Comm revoke() can be used to notify other processes about a tainted communicator, while
MPI Comm shrink() allows to create a new one that excludes failed ranks. MPI Comm agree() facilitates
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an agreement on a single value to enable containment domains and failure-tolerant collectives [27]. The
ULFM capability is fully implemented in xSim with realistic communication characteristics based on the
network model. Ongoing work focuses on evaluating the performance of resilient applications under failure.

Future work in xSim will focus on ABFT simulation for silent data corruption, probabilistic fault injec-
tion/prediction simulation, prediction-based resilience mechanisms (e.g. MPI process migration and dy-
namic adaptive redundancy), full/partial redundancy simulation, as well as, processor, network, and storage
reliability and power models. Future work in hardware/software performance/resilience/power co-design
will target studying trade-offs with different applications, resilience mechanisms, and system architectures.
The proposed approach may also be adopted to study other execution models.

Related Work

A number of simulation tools exist, ranging from cycle-accurate processor and memory simulators, such as
gem5 [1] and DRAMsim [53, 42], to communication-accurate trace-driven solutions, such as BigSim [54]
and DIMEMAS [23] (which processes MPIDTrace traces to generate output for PARAVER [40] and Vam-
pir [31]). The Structural Simulation Toolkit (SST) [41] offers simulation of novel compute-node architec-
tures using a modular PDES framework. SST/macro is focused on coarser grained simulation to investigate
the architectural effects on MPI application performance with reduced accuracy similar to xSim [28]. Also,
SimGrid [10] and OMNeT++ [37] are multi-purpose simulation toolkits that have been used to investigate
the runtime capabilities of future system architectures. There are a also variety of network simulators, such
as ns3 (http://www.nsnam.org) and NetSim (http://tetcos.com/software.html), that are able to provide net-
work performance metrics at various abstraction levels, such as network, sub-network, and packet traces.
Fault injection has only recently been used in HPC [39, 20, 11, 44, 34, 4], mostly in the context of soft errors.
A number of non-HPC fault injection tools exist [29, 46, 26], including static and dynamic instrumentation
tools, like Pin [6, 36], KernInst [48], DynInst [5], and DTrace [7]

Assessment

Challenges addressed: This approach addresses the exascale modeling and simulation challenges for de-
veloping co-design tools to understand the failure and response behavior of systems and applications, as
well as, to evaluate system and application efficiency and correctness in the presence of faults.

Maturity: Our initial results offer the capability to investigate application behavior and performance
under failure using the most common fault handling technique, application-level checkpoint restart. The
targeted research extends this capability to other failure classes and resilience techniques.

Uniqueness: The scale and close coupling at which exascale systems are expected to operate makes this
approach particularly unique, especially considering the design trade-off between power, performance, and
resilience. These constraints are unique to exascale systems.

Novelty: This work is novel in several ways. The proposed xSim is (a) the first fault injection toolkit
for extreme-scale systems, (b) the only fault injection toolkit with parameterized resilience properties and
strategies, and (c) the first HPC co-design toolkit that considers architectural performance and resilience
parameters to optimize parallel application performance within a given power consumption budget.

Applicability: At smaller-scale, the design trade-off between power, performance, and resilience in par-
allel and distributed systems is also important to data centers, cloud computing, and sensor networks. The
proposed approach could produce valuable results applicable to these areas.

Effort: Our initial accomplishments show that there are low-hanging fruits that provide an early pay-off.
We are targeting an iterative approach based on realistic assumptions, such as by focusing on the most likely
failures and the most prominent failure handling techniques.

This research was sponsored in part by the Laboratory Directed Research and Development Program of Oak Ridge National Labo-

ratory (ORNL) and by the Office of Advanced Scientific Computing Research, U.S. Department of Energy (DOE). This manuscript

has been authored by UT-Battelle, LLC, under Contract No. DE-AC05-00OR22725 with the DOE.
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